KeyCaptures

OpenVMS® Security Tool

KeyCapture is an OpenVMS system software tool which allows the system administrator to log keyboard
input read from the terminals of selected users.

KeyCapture may be used to document exactly what your VMS users did and when they did it.

KeyCapture creates log files which contain the input read from the terminal keyboard. Along with each
input, KeyCapture records a timestamp and the name of the program which issued the read. When the
terminal read contains a prompt, the prompt is also recorded in the log file.

KeyCapture takes special care to control what is done with keyboard input data to avoid any possibility of
a severe security breach as a result of carelessly writing plain-text password information to a KeyCapture
log file. For well-known programs which request VMS passwords (TELNET, FTP, etc), KeyCapture skips
logging the passwords. For other programs, KeyCapture can be configured to ignore passwords or other
security-sensitive portions of the input data stream.

Benefits
* Find out quickly who ran a particular program such as SYSGEN or AUTHORIZE on a specific
date and what commands they entered to that program
* Provide a way to build a database of commands that have been issued on your OpenVMS
systems
e Save what you type to “replay” later
» Satisfy various information technology audit-related laws and regulations such as HIPPA, GLBA
and SOX
* Track exactly what users do on your OpenVMS systems
* Reduce malicious activity and increase productivity
e Collect and preserve a full record of commands which have been entered to later validate the
functions which have been performed
Features
* KeyCapture can be individually enabled or disabled for specific users or classes of users
* Runs on the OpenVMS operating system on VAX, Alpha and 164 systems
* Does not require any special drivers

Download a 30-day *demo: www.networkingdynamics.com
Or call Sales at 1-800-275-6321

* % %

*Please note that for security reasons, NDC issues a demonstration license key to enable running a KeyCapture
demo. For the protection of both the evaluating company and NDC, NDC’s Technical Support Manager will call and
confirm with senior-level or IT security management that they are aware that KeyCapture will be installed. For further
information, please contact either: sales@networkingdynamics.com or support@networkingdynamics.com.
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